
 

eTrust™ Antivirus 7.1

 

Frequently Asked Questions
 

Q. What is eTrust™ Antivirus? 
A. eTrust Antivirus from Computer Associates International, Inc. (CA) provides superior 
protection from the perimeter to the PDA against today’s most prevalent security threat 
— viruses. eTrust Antivirus eliminates virus infections, eases administration by providing 
a single management console for managing heterogeneous enterprise environments, 
simplifies and automates the updating process, and safeguards your organization from 
viruses and malicious code before they can enter your network. As a part of CA’s 
superior set of security management offerings, eTrust Antivirus provides comprehensive 
virus management. 
 
Q. What is meant when you say that eTrust Antivirus can “manage heterogeneous 
enterprise environments?” 
A. eTrust Antivirus provides a single management console for managing multiplatform 
enterprise environments, enabling you to effectively manage Windows, NetWare, UNIX, 
Macintosh, NetApp and Linux antivirus clients from one point. In addition, eTrust 
Antivirus offers multiplatform virus management from one console, rather than utilizing 
multiple consoles to manage disparate environments. For example, if your environment 
is predominately running Linux, you can manage an eTrust Antivirus environment — 
regardless of operating system — from a Linux, UNIX, Windows or Macintosh eTrust™ 
Antivirus Admin Server. This level of flexibility enables your organization to expand its 
management capabilities by using other non-Windows operating systems for managing 
your enterprise antivirus environment. 
 
Q. Does an independent, third party test antivirus software? 
A. Yes. ICSA Labs, West Coast Labs and Virus Bulletin test and certify antivirus 
software. To be certified by ICSA Labs, the software must detect 100% of “in-the-wild” 
viruses (in general distribution) and 90% of more than 6,000 test viruses. All versions of 
eTrust Antivirus are ICSA Labs-certified. In addition, eTrust Antivirus has 25 active 
certifications with ICSA Labs. The results of the findings can be viewed at 
www.icsalabs.com. Furthermore, eTrust Antivirus has 25 “passes” with West Coast Labs 
certification and 36 “passes” with Virus Bulletin’s “VB 100%” certifications. 
 
Q. Why do I need antivirus software for my server? 
A. As the central point in a network, a server can easily pass along a virus introduced 
from a client PC not running antivirus software. Running real-time antivirus software on 
the server will prevent this from happening. In addition, antivirus software can prevent 
viruses from spreading during server backups. 
 
Q. Why do I need antivirus software for client PCs? 
A. Client PCs are on the front line in the battle against viruses. Many documents flow 
into a PC and flow back out to customers, allowing for the transmission of viruses 
without ever reaching a file server. Running real-time antivirus software on the PC can 
prevent this from happening. 
 
Q. Can eTrust Antivirus scan my mail server? 
A. Yes, eTrust Antivirus provides virus management for Microsoft Exchange and Lotus 
Notes/Domino environments. You can easily manage all of these clients via the eTrust 
Antivirus management console. 
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Q. What type of reporting can eTrust Antivirus provide out of the box? 
A. eTrust Antivirus includes 60+ customizable reports, providing IT management and 
virus administrators with immediate statuses on virus threat levels. Reports include Top 
Ten Viruses reports, Effectiveness Statistics, Signature Exception lists, Engineering 
Status reports and reports that indicate sources of infection and offender lists. 
Additionally, eTrust Antivirus integrates with eTrust™ Security Command Center for 
complete security management as well as eTrust™ Audit for consolidated security 
reporting using tools such as Crystal Reports. 
 
Q. Can eTrust Antivirus protect servers and client PCs? 
A. Yes. eTrust Antivirus is available for all versions of Windows as well as for UNIX, 
Linux, Linux/390, NetWare, NetApp and Macintosh environments. 
 
Q. How does eTrust Antivirus manage client installations? 
A. Antivirus client nodes are managed through the multi-tiered, hierarchical management 
of eTrust Antivirus. eTrust Antivirus Admin Server tracks virtually all instances of 
antivirus software discovered through an innovative, low-overhead process. Client 
configurations, including signature deployment policies, are easily maintained and 
deployed through the administrative interface. To help ensure that settings are not 
altered or virus protection is not disabled, client configurations can be “locked down” — 
safeguarding the network from dangerous gaps in protection. 
 
Q. How does eTrust Antivirus detect viruses? 
A. eTrust Antivirus scans files for known viruses or suspicious activity utilizing advanced 
heuristic technologies. Once detected, malicious code can be addressed utilizing the 
system cure feature of eTrust Antivirus, which detects and cleans a virus, and also 
addresses the cleanup functionality that other vendors only address in separate utilities. 
eTrust Antivirus also detects polymorphic and stealth viruses, which modify themselves 
in an attempt to avoid detection. In addition, eTrust Antivirus checks the boot sector and 
memory during virus scans. 
 
Q. When will eTrust Antivirus check for viruses? 
A. eTrust™ Antivirus Real-Time Monitor runs in the background, scanning files as they 
are executed and/or written to and read from a disk in real time. Virus scans can be 
manually run or automatically scheduled to analyze all or selected files. eTrust Antivirus 
detects viruses in files downloaded from the Internet, online services and email systems, 
including compressed file archives. 
 
Q. How can I get protection from the latest viruses? 
A. Keeping antivirus software up to date is critical. CA’s eTrust™ TARGET (Threat 
Analysis and Response Global Emergency Team) delivers the dependable, around-the-
clock security expertise that has made it a trusted security advisor to the world for more 
than 15 years. eTrust TARGET provides virus signature file updates that can be 
automatically downloaded from CA’s FTP site and distributed to all eTrust Antivirus client 
nodes. 
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Q. How can I protect my network at the gateway? 
A. eTrust Antivirus defends your network against incoming viruses and malicious mobile 
code (such as Java Applets and ActiveX) on SMTP, POP3, FTP and HTTP protocols 
before they can enter your network, reducing damage and costly downtime. Additionally, 
it verifies the digital signatures of signed objects, authenticates the Certificate Authority 
that issued the digital certificates and analyzes each Java executable object to be 
downloaded. 
 
Q. Why does my organization need perimeter protection? 
A. With an increasing number of companies relying on the Internet for information and 
services, malicious code attacks are a frequent occurrence. Because organizations like 
yours need to protect their networks against today’s threats, eTrust Antivirus provides 
real-time attack intervention — automatic detection as well as blocking and notification of 
potentially malicious content, such as viruses, Java, ActiveX, VBScript and improperly 
signed/digitally signed objects. Furthermore, eTrust Antivirus provides immediate 
protection through out-of-the-box; predefined policies that can help your organization 
reduce implementation time. 
 
Q. How can I find out if eTrust Antivirus is available for my operating system and 
platform environment? 
A. CA maintains a "compatibility matrix" on its support site, which contains a detailed list 
of all supported platforms, versions, service packs and more for eTrust™ Antivirus 7.1, as 
well as the prior versions. For a complete list of supported desktop, server and 
groupware platforms, please visit 
http://esupport.ca.com/public/antivirus/infodocs/comp_matrix_inoit.asp. For a complete 
list of all supported gateway platforms, please visit 
http://esupport.ca.com/public/antivirus/infodocs/etav_gateway_matrix.asp. 
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